JSC “Prykarpattyaoblenergo”  is taking steps to deal with hackers
JSC “Prykarpattyaoblenergo” together with the Center for Cyber Security and Digital Forensics iSolutions and the Institute of Modeling Problems in Energy of the National Academy of Sciences of Ukraine in partnership with companies from 13 European countries won the European Union program “Horizon 2020” in the highly competitive competition “Cyber Security of Energy Systems”. The European Commission approved the jointly innovative proposal ELECTRON for funding and implementation.
Oblengo and its partners have proposed an innovative solution to strengthen defense against hacker attacks of such an important thing as energy infrastructure through the development and use of secure software of smart networks, machine learning, development of risk management systems and systems for improving the qualifications of personnel in the field of cyber security. ELECTRON's proposal was given the highest ratings by an expert jury out of all the consortiums that submitted their proposals.
“Hacker attacks on power grid management systems pose a huge threat, as they can cause not only significant financial losses, but also human casualties or cause a global disaster, - says Andriy Grabchuk, head of the strategic planning and audit department in Distribution System Operator. - Our participation in the project is an opportunity to contribute to the development of critical infrastructure protection technologies and to the ability of all energy companies to withstand cyber challenges in the future. This project will work out various attack scenarios with potential disruptive effects on power grids, develop preventive and corrective measures aimed at preventing or reducing the negative impact of cyber interference”.
The project is intended to last 3 years. It will develop measures to increase the security of the automated commercial accounting systems infrastructure and automated process management systems. The project program is focused on the implementation of new generation energy systems capable of ensuring the energy systems resistance to cyber-attacks, increasing data confidentiality through four main initiatives: risk assessment and certification, detection and prevention of anomalies, mitigation of the consequences of failures and acceleration of electricity supply restoration, elimination of internal threats and gaps through training and certification of personnel.
The participation of JSC “Prykarpattyaoblenergo” in the ELECTRON project will provide access to the latest developments and best practices in the construction of cyber security systems, will allow “to keep the pot boiling” in new developments and best practices in network protection, and as a result, improve the security of its own networks against cyber-attacks.
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