JSC “Prykarpattyaoblenergo” won the top-ranked competition Horizon Europe
“Prykarpattyaoblenergo” won another victory in the field of international cooperation. On April 1, the European Commission announced the results of the competition held within the international research and innovation framework program Horizon Europe, specifically in the cluster “Digital Security for Society”. The eFORT project, developed and documented by JSC “Prykarpattyaoblenergo” in collaboration between Ukrainian and European partners over a period of more than two years, achieved success in an extremely competitive selection process. Out of more than 350 applications submitted to the competition, the organizers selected the best three for further financing. Among them is the project JSC “Prykarpattyaoblenergo”, aimed at developing technological solutions to increase the reliability and stability of power systems.
Winning the competition is important today and will be a significant contribution to the reconstruction of post-war modern Ukraine.
Participation in the project’s implementation will enable involvement in addressing current energy challenges and will focus on introducing the most advanced technologies in electrical network management systems, aimed at enhancing the reliability of electricity distribution services at JSC “Prykarpattyaoblenergo”. The project will also bring new knowledge, experience and opportunities for the company. “Such cooperation enhances Europeans’ interest in Ukraine’s success and creates a solid foundation for generating ideas for future innovations and joint projects,” - Andriy Grabchuk, Head of the Strategic Planning Department, says. 
It is widely recognized that the energy system plays a crucial role in the economy, as all other sectors rely on the continuous supply of electricity. Power outages directly affect the availability of most services (for example, finance, communications, heat, gas and water). With the increased use of digital devices and more developed communications, the risks of external threats to power grids, such as viruses, hacker attacks, data privacy violations, are increasing. The topic of grid safety is extremely relevant for any electricity company, especially for the distribution system operator. That is why JSC “Prykarpattyaoblenergo” together with the center of cyber security and digital forensics iSolutions (Kyiv) and 23 companies from 8 European countries prepared and submitted a competitive application of the eFORT project to the Horizon Europe program. The subject of the project: “Development of advanced technologies to transform the current electricity system into a more sustainable, reliable and secure throughout the value chain”. 
“Our participation in the project is an opportunity to contribute to the development of critical infrastructure protection technologies, to enhance the ability of all energy companies to increase the resilience of networks to potential vulnerabilities, and to improve the reliability of electricity supply for our consumers,” Andriy Grabchuk notes. “We are, of course, aware of the complexity and ambition of the project’s goals and understand that we will have to make tremendous efforts to implement everything planned within the project.”
The main goal of effort is to make power grids more stable and reliable against cyber attacks, physical failures and data protection problems. As part of the project, it is planned to develop a set of technological solutions to identify, prevent and reduce risks and vulnerabilities that have a serious impact on the operation and stability of the power system. “eFORT solutions will be demonstrated at several levels across four pilot networks in the Netherlands, Spain, Italy, and Ukraine, which have been selected to represent a wide range of applications: transmission systems, distribution systems, substations, and user-level networks. JSC “Prykarpattyaoblenergo” will serve as the project leader for the implementation of innovative digital substation technologies. It is planned to physically install state-of-the-art equipment at one of the company’s high-voltage substations for testing purposes and subsequent application in other elements of the power grids of European countries,” notes Volodymyr Shcherbyak, one of the project participants from the Carpathian energy sector.
The eFORT project is expected to be implemented over a period of four years. Key participants in the project are: Schneider Electric Espana and Ubitech energy. The project is led by CIRCE, a Spanish technology center whose mission is to enhance the competitiveness of companies by developing and transferring technologies to them through research and training initiatives.
The Carpathian energy specialists express their sincere gratitude to the Ukrainian agency iSolutions for its fruitful partnership, boundless optimism, support, and assistance in preparing the project proposal. For five years now, iSolutions, together with leading EU companies, has been developing solutions in the field of cybersecurity for energy networks.
JSC “Prykarpattyaoblenergo” supports participation in such high-tech international projects in every possible way and considers them as the foundation for the development of the scientific and innovative capacity in our country. For Ukraine to become a successful, developed, and prosperous nation in which its citizens have confidence, it is essential to take full advantage of the partnership and scientific cooperation opportunities offered by international institutions. After all, the victory in the project is an additional source of funds to Ukraine, which will definitely be needed to accelerate the post-war recovery of the economics.
It should be noted that JSC “Prykarpattyaoblenergo” is already actively participating in the thematically related grant project ELECTRON (under the Horizon 2020 program), which the company won last year.
Reference: The European Union’s research and innovation program Horizon Europe began on January 1, 2021.
Project implementation period: 2021–2027.
The total budget of the Horizon Europe program is €95.5 billion, which is 30% higher than the amount allocated to the previous research program, Horizon 2020.
The program aims to increase the number of advanced technologies, discoveries, and promising developments by supporting the transition of ideas from scientific laboratories to the market.
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